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Abstract—A drug prescription is a written request from a doctor to a pharmacist that must be kept secret because it contains certain
doses of drugs and types of drugs that cannot be known by just anyone, especially those who are not interested. From time to time
technological advances have a rapid impact on all sectors, both private and government agencies, including the health sector. One form
of service in the health sector that can utilize information technology is the manufacture of electronic drug prescriptions that can be
sent via an application from a doctor to a pharmacist. The frequent misuse of prescription drugs by unauthorized persons, as well as
errors by officers at the pharmacy in reading prescriptions can be fatal for the community, so a solution is needed to overcome this
problem. This application is designed using the Hill Cipher Algorithm which is one of the classic types of algorithms in the field of
cryptography, but to get the maximum level of security, the algorithm key will be modified using a postal code pattern as a matrix key.
Broadly speaking, the Encryption Stage is the first starting from the plaintext which is the type of drug and drug dose, the second key
matrix using a POS code pattern, the three plaintexts are converted into blocks, the fourth is arranged into a 2x2 matrix, the fifth is
multiplied between the key and the sixth plaintext is multiplied into mod 26 to generate an encrypted ciphertext or recipe. The success

rate of system functionality testing using the blackbox method is 100%
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I. INTRODUCTION

A drug prescription is a form of written request made by
a doctor to a pharmacist and must be kept secret from
unauthorized persons, the request is intended for the
pharmacist to mix the drug in a certain dosage form and hand
it over to the patient. [1]-[2].

The security and confidentiality of data and information
at a Puskesmas is one of the benchmarks for the success of a
service to the community. Information that must be kept
confidential, such as medical records and drug prescriptions,
aims to avoid misuse of the data or information contained in
the drug prescription.

A study states that conventional drug prescription writing
is very easy to experience errors called medication errors, as
many as 4.3% of errors in the application of electronic
prescription applications while 11% for manual writing. [3]-
[4].

This study aims to provide a solution for sending
prescription drugs online through an application while
maintaining confidentiality through the encryption method.
To encrypt drug prescriptions using the Hill cipher method,
this method is a classic method and has been widely used so
that a different strategy is needed to strengthen the hill cipher
algorithm. [5]. The strategy for strengthening the algorithm
in this research is to take four digits from the back of each
postal code which is used as a key matrix.

There are several algorithms that have been created by
cryptography experts or experts such as the DES algorithm,
3DES algorithm, IDEA algorithm, blowfish algorithm, RSA
algorithm, MD4 algorithm, MD5 algorithm, SHA-1
algorithm, McEliecce algorithm and many other algorithms.
However, not all of these algorithms can withstand attacks
by eavesdroppers [6]. Encrypting using the hill cipher
method is an encryption method that uses a matrix as a key
7].

Il. STATE OF THE ART

The use of the Hill Cipher method has been carried out
by several previous researchers but in different cases,
including a study using the Hill Cipher algorithm to control
loT-based homes, in this study concluded that the use of the
Hill Cipher method for home security design can work with
well, the weakness of this research is that it does not modify
the algorithm. The difference in the research that will be
carried out lies in the object of research and modifications to
the matrix key by using a four-digit postal code as the key.
[8]. Furthermore, in research that uses Hill Cipher to encrypt
and decrypt an image by modifying the padding, this study
concludes that the Hill Cipher algorithm can encrypt quickly
and in less than one second, but the weakness in this study is
that all tests for image decryption fail done. The difference
in the research to be carried out lies in the object to be
encrypted, namely the drug prescription that is entered in the
application [9]. Another study that uses the Hill Cipher
method, which is to encrypt a message in the form of text and
images, in this study concludes that using the Hill Cipher
algorithm for text and image encryption gives very
significant randomness results. [10], the difference in the
research that will be carried out is that the object that is
encrypted is a drug prescription that can be input into the
system then encrypted and then sent to the pharmacist on
duty at the pharmacy.

The use of the Hill Cipher method to encrypt and use drug
prescriptions as research objects has never been done so that
researchers are interested in developing an electronic drug
prescribing system.
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111. RESEARCH METHODS

3.1 Research Flow

In conducting this research, there are seven important steps
that are carried out, namely, firstly, literature study sourced
from research results such as journals, proceedings, literature
studies aimed at formulating the background, state of the art
and theoretical basis. The second interview at the interview
stage aims to obtain information directly from doctors and
pharmacists at the Twano health center, the third system
modeling, at this stage using data flow diagrams with the aim
of being able to create context diagrams and dfd level 1, the
fourth system design using the PHP programming language,
and the Hill Cipher method, the fifth application test using
the Blackbox method, at this stage it is expected to know
whether the performance of the application can work well or
not. Sixth analysis and conclusion. The seventh step is to
prepare research reports and publications. To further clarify
the steps in this research, it can be seen in Figure 1.
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Figure 1 Research Flow

3.2 Hill Cipher

S One algorithm that is very difficult for cryptists to solve
is the Hill Cipher algorithm. Modulo arithmetic is the basis
of a Hill Cipher algorithm. In the application of the Hill
Cipher algorithm, it uses matrix multiplication and inverse
techniques. The key to a Hill Cipher algorithm can be seen in
equation 1.

where n = block size

In the encryption process, plain text will be divided into
several blocks which are adjusted to the size of the key
matrix. Convert letters to numbers starting with zero. As in
table 1.

Table 1. Convert Letter Values To Numbers
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The encryption process on Hill Cipher uses the equation
that can be seen in equation 2.

C = Chiperteks
K = Key
P = Plaintext

Meanwhile, to decrypt the Hill Cipher algorithm using the
equation that can be seen in equation 3.

To explain the steps in doing encryption using the Hill
Cipher algorithm, see Figure 2.
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Figure 2. Encryption Steps

The first step starts from preparing plain text consisting
of the names of drugs or prescriptions. The second is
compiling the key sourced from the modified postal code. in
the third stage, arrange the drug names into blocks that are
adjusted to the matrix, and change the letters into numbers
starting from A =0, B = 1, C = 2 which is adjusted to the
value in table 1. then perform calculations using the Hill
algorithm equation Cipher, the last step is to obtain a
prescription or drug name in the form of Cipher text.

3.3Key List

In order for the encryption result to be stronger, the key
used is modified from the postal code, besides it is expected
that by using a postal code, the Hill Cipher algorithm key can
be more structured and stronger. The list of keys used can be
seen in table 2.

Table 2. Key List

Region Postal code Key
Modification

Asmat 99729 9729

Biak Numfor 98511 8511

Boven Digoel 99651 9651

Deiyai 98751 8751

Intan Jaya 98794 8794
Kab. Jayapura 99350 9350
Kota Jayapura 99334 9334

Jayawijaya 99501 9501

Keerom 99473 9473
Lanny Jaya 99561 9561
Mappi 99851 9851
Mimika 99976 9976
Nduga 99901 9901
Paniai 98711 8711
P.Bintang 99401 9401
Puncak 98951 8951
P. Jaya 98911 8911
Sarmi 99370 9370
Supiori 98571 8571
Tolikara 99011 9011
Yahukimo 99701 9701
Yalimo 99081 9081

3.4 List of Drug Names
Some examples of encrypted drug names can be seen in
table 3.

Table 3. List of Drug Names

No Drug Names
1 Acetosal
2 Cetrizin
3 Ketoprofen
4 Fenitoin
5 Kolkisin
6 Meloksikam
7 Morfin
8 Pethidin
9 Piroksikam
10 Tramadol
11 Dapson
12 Kuinin
13 Antasida
14 Ketotifen
15 Terbutalin

IV.RESULT AND DISCUSSION

4.1 Encryption Process

To obtain more security for the drugs given to patients,
it is necessary to encrypt so that the drugs are not misused by
unauthorized persons. To prove the accuracy of encryption
and decryption. In this study, the sample name of the drug
"ACETOSAL" was carried out, the name of the drug was
plain text. Meanwhile, the keys that are converted into matrix
form are sourced from a modified list of postal codes. The
plain text can be seen in table 4.

Table 4. Plain Teks
A C E T o] S A L
0 2 4 19 14 18 0 11
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1) C(AC)
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The encryption process on the ASETOSAL plaintext
obtained ciphertext which can be seen in table 5.

Table 5. Cipher Teks
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The results of the calculation of encryption
manually are in accordance with the results of
encryption using the system, while the results of
encryption using the system can be seen in Figure 3.

Encryption Obat Ressp User Logout

Hill Cipher

Plaintext

Figure 3. Encryption Results

4.2 Decryption Process
The decryption process is the process of returning from
cipher text to plain text.

o 2llI=[o & &1=[4]meazs [[] = [¢]

Det K=(9 x 2)-(9 X 7) = -45
-451 mod 26 = x=45 mod 26
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208 0 A
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After all the cipher text blocks are decrypted using the same
equation, the initial text or plain text "ACETOSAL" is
obtained. To see the suitability between the results of manual
decryption and the results of decryption using the system can
be seen in Figure 4.

Encryption Obat Resep User Logout

Hill Cipher

Ciphertext

Figure 4. Decryption Results

4.3 Drug Form

The drug form is useful for inputting the names of drugs
to be given to patients, while the drug form design can be
seen in Figure 5.

Tambah
Data Obat
Mo 1 Kode Obat

Nama Obat Aksi

0000000000

Figure 5. Drug Form
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4.4 Electronic Prescribing

menu, drug menu,
user and logout

The prescription form is a form that can be used by appears
doctors to input prescriptions that have been encrypted 4 |In the user menu,
before being sent to the pharmacist. The recipe form can be clicking the
seen in Figure 6. encryption sub menu,
selecting the matrix
Resep and inputting the %
Input Resep appropriate key, then
clicking the submit
Kode Reszp button, the Encrypt
F— and Decrypt menu
will appear.
Nams Pasian 5 | Users clicking encrypt
Regina or decrypt are
) N expected to display a X
gl Lair Pasien plain text input menu
25/11/2021 or text cipher
Nama Ohat 6 | On the Plain Text
o input menu, the user
OENWSgQZIW .
inputs one of the drug
names, then clicks
. X
y encrypt, it is hoped
Dosic that the system can
et Maan 20 display the encrypted
drug name
7 | In the decrypt menu,
y: the user enters the
cipher text or the
name of the drug that
has been encrypted, X
: : then clicks the
Figure 6. Recipe Form Decrypt button, it is
45 System Testing hoped _that the system
This test is carried out using the blackbox method, while can display the real
the purpose of testing this system is to be able to find out the drug name..
functionality of the system can work in accordance with the 8 | Onthe main menu, the
expectations and system development plans. The test results user clicks on the
can be seen in the table 6. Drugs sub menu, it is
. hoped that the system X
Table 6. System Testing can display a list of
No Scenario Resulttest drug names in the
Valid Invalid database
1 | On the login page 9 | On the drug menu, the
enter the correct user user clicks add drug,
name and password, N X the system is expected
; ; X
the system is expected to display a form to
to lead to the main input the code and
menu page name of the new drug
2 | On the login page, 10 | Inthe drug form, input
enter the wrong user the code and name of
name ~ and/or the drug, then the user
password, it is hoped clicks the save button,
that the system will V X it is hoped that the
provide information system can save the X
on failed logins code and name of the
because the password drug into the database
Or username is wrong and the  system
3 | On the Main menu, N X provides _information
the Encryption sub
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on successfully
adding drug data.

11

On the drug menu, the
user clicks edit, it is
hoped that the system N
can display the name
and code of the drug to
be edited

12

On the main menu, the
user clicks on the
recipe submenu, it is N
hoped that the system
can display a recipe
list form

13

On the recipe menu,
the user clicks add
recipe, it is hoped that \/ X
the system can display
the add recipe form

14

In the recipe form, the
user adds a new
recipe, then clicks the
save  button, the N
system is expected to
be able to save the
new recipe in the
database

15

On the recipe menu,
the user clicks the edit
recipe button, it is N
hoped that the system
can display the recipe
edit form

16

On the recipe menu,
the user clicks the
delete button, it is
hoped that the recipe
can be deleted and \ X
displays information
that the recipe data has
been successfully
deleted

17

On the main menu, the
user clicks the logout
button, the system is \/ X
expected to return to
the login menu

VI.CONCLUSION

Some conclusions that can be drawn from the results of
this study are as follows:

1.

Modifying the key to the Hill Cipher algorithm can
increase security, besides that the key for encryption
and decryption is also more structured.

The success rate of system functionality testing
using the blackbox method is 100%

The weakness in the Hill Cipher algorithm is that
data encryption that has an odd number of letters or
numbers tends to be difficult to encrypt.
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